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Foreword 
 
The Risk Management Framework (“RM Framework”) represents Mornington Peninsula Shire’s (“Shire”) 
commitment to risk management (“RM”).  
  
The RM Framework has been designed and modelled in line with the Australian Standard / New Zealand 
Standards (AS/NZS) ISO 31000:2018 Risk management - Guidelines (“The Standard”) and consists of 
the following components: 
 

a) RM Policy (“RM Policy”); 
b) RM Principles (“RM Principles”), Framework (“RM Framework”) and Process (“RM Process”); 

and 
c) RM Plan (“RM Plan”). 

 
The most value from RM comes when it enables Shire to make better decisions as we face uncertainty 
(risk). To be effective, RM must be embedded in the way we all work and how we make decisions. 
 
The capacity to manage and mitigate risk is a critical element of good governance and organisational 
practice. Effective RM will allow the Shire to achieve its outcomes efficiently and to better leverage 
opportunities. We are therefore committed to ensuring that this document is both clear and accessible.  
 
However, a clear and accessible RM Framework alone is not enough. Risk frameworks stand, and fall 
based upon the willingness of people to support them and to play their part in fostering a positive risk 
culture. The Shire will endeavour to create that culture where people are empowered to raise risk issues, 
but we need your help and your courage to identify and manage risks.  
 
Risk culture refers to the beliefs and behaviours on how people think about and manage risk and it 
embodies of how RM functions at Shire, a positive risk culture promotes greater awareness of risk and 
fostering behaviour which supports the RM function. 
 
The Shire’s RM Framework underpins the development of a positive risk culture at Shire. Developing a 
positive risk culture is essential to successful delivery of Our Peninsula 2021, the Shire will provide 
opportunities for all Officers to improve and mature RM capability over time.    
 
How we approach RM is a reflection of our commitment to our own success and our own safety and that 
of the community and is the lens through which we will be judged as custodians of the Shire. 
 
We trust this RM Framework is useful in ensuring you integrate RM into your role. 
 

 
John Baker 
 

 
Chief Executive Officer 
1st Line of Defence 

Oliver Webb 
 

 
Senior Risk & Insurance Advisor 

2nd Line of Defence 
 

Question: 
Why do you need to read this RM Framework? 

 
Answer:  

Because a committed and integrated approach to RM will create 
and protect value in Mornington Peninsula Shire Council. 

Effectively managing risks and making risk-informed decisions will 
support setting and achieving objectives and improving 

organisational performance and delivering upon community 
outcomes. 
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SECTION 1: INTRODUCTION 

1.1  Objectives of the RM Framework 

The RM Framework is a set of components that provide the foundations and organisational arrangements 
for the designing, implementing, monitoring, reviewing and continual improvement of RM throughout the 
Shire. 

The objectives of the RM Framework are to, at every level of the Shire, is to:  

▪ Embed RM into the way we all work and how we make decisions, 

▪ Provide a systematic approach to the early identification and management of risk, 

▪ Provide consistent risk assessment criteria, 

▪ Provide accurate and concise risk information that informs decision making, 

▪ Implement risk treatments that are effective in reducing risk to an acceptable level and are cost 
effective, and, 

▪ Monitor and review risk levels to ensure that risk exposure remains within risk appetite. 

1.2  Risk – What is it? 

Risk is the effect of uncertainty on objectives (The Standard) 

A well-described risk will be aligned to an objective and include a cause, event and impact. 

What are we trying to achieve (objective)? 

What event would impact our ability to be successful in achieving our objective? What could happen? 

What would cause this risk (event) to occur? Why could it happen? 

What potential impacts are there if the event occurred? Why do we care? 

1.3  Risk Management – What is it? 

RM is the coordinated activities that direct and control an organisation with regard to risk (The Standard). To 
be effective, RM must be embedded in the way we all work and how we make decisions. 
 
RM is a key input into the Shire’s Annual Business Plans and the Council Plan (Our Peninsula 2021). 
 
RM is about identifying, overcoming and/or avoiding and the hurdles that the Council Plan may encounter 
along the way. Through the application of the RM process, we can minimise the impact of the obstacles 
and barriers that would otherwise prevent Shire from progressing its strategic and business objectives and 
manage operational exposures that could impact on the day-to-day operations of the Shire. 
 
The most value from RM comes when it enables an organisation to make better decisions as they face 
uncertainty. Effective RM helps the Shire achieve the goals in the Council Plan.  

 

Incorporating RM into strategic and business planning provides value, by: 

▪ Proactively mitigating risk through robust up-front planning. 

▪ Identifying what could impact the Shire objectives (and what’s giving rise to the uncertainty(risk)). 

▪ Providing an opportunity to develop strategies to minimise impact of risk and drive innovation. 

▪ Supporting decisions on how much risk can be taken. 
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1.4 Strategic or Operational risk – What is it? 

Strategic risks are high level strategic risks that could impact on the ability of the Shire to achieve its key 
strategic targets.  To add further context, they are risks that: 

▪ Are significant and affect the longer-term interests of the Shire and the community, 

▪ Are of a higher level, possibly affecting the future service delivery, or 

▪ May have an organisational wide focus or impact.  

Strategic risks can result not only in financial loss or penalty but also in loss of reputation or major political 
loss. 

Operational risks are exposures that could impact on the day-to-day operations of the Shire.  To add further 
context, they are risks that: 

▪ Relate directly to the delivery of services, including the quality and appropriateness of services, 

▪ Relate to the effective and efficient use of the Shire’s resources, or 

▪ Can have a day to day impact on specific Shire operations. 

The Shire’s Risk Profile must consider both “top-down” and “bottom up” consideration of risk. For the 
purposes for the Shire’s risk register, risks are classed as either Strategic, Operational or Project/Program. 

The “top-down” approach considers: What is the Shire reliant upon, and what does the Shire have to 
manage well to deliver on the 2021 Council Plan.  

We also need to be aware of the “bottom-up” flow of information. The Operational Risks include those risks 
which could impact the day-to-day operations of the Shire.  

 

 
 

1.5 Risk Register – What is it? 

The Risk Register is the formal mechanism by which the identification, analysis and treatment of risks is 
recorded and reported. The Shire's RM Framework references two risks registers, the: 

• Strategic Risk Register (SRR) 

• Operational Risk Register (ORR)   

The development of the SRR and ORR has enabled different parts of the organisation and multiple 
processes to come together to understand collectively how the Shire is exposed to uncertainty, which could 
impact the day-to-day operations of the Shire and undermine the achievement of its objectives. 

The Strategic and Operational risks are a key input into the annual business planning process. When a 
business action/initiative (as contained within a Business Plan) is also mitigating one of our Strategic or 
Operational risks, it is captured as a risk treatment and aligned to the related operational and/or strategic 
risk.  

The current and up to date Risk Registers are stored in knowledge-base: 

Strategic Risk Register (SRR) 

Operational Risk Register (ORR)  

For additional guidance relating to the risk registers refer to Appendix 4.7 Risk Sponsor and Risk Lead 
Guidance, and Appendix 4.8 Quarterly Risk Reporting Advice. 

https://objectiveapp.ad.mps/id:A8791675/document/versions/latest
https://objectiveapp.ad.mps/id:A8791675/document/versions/latest
https://objectiveapp.ad.mps/id:A8895936/document/versions/latest
https://objectiveapp.ad.mps/id:A8895936/document/versions/latest
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1.6 Risk Culture – What is it? 

Risk culture refers to the beliefs and behaviours on how people think about and manage risk, the RM 
Framework underpins the development of a positive risk culture at the Shire.  

Risk frameworks stand, and fall based upon the willingness of people to support them and to play their part 
in fostering a risk aware culture. Developing a positive risk culture is critical to developing RM capability 
and enhancing risk maturity. 

Risk culture embodies 3 key components: 

▪ Accountability – the way in which accountabilities are communicated and managed. 

▪ Awareness – how aware people are of the RM framework. 

▪ Attitudes – the attitude towards RM and its value proposition. 
 

 
Reference: Victorian Government Risk Management Framework (VGRMF) Practice Guide 

1.7  Enterprise Risk Management (ERM) Improvement Plan – What is it? 

The ERM Improvement Plan establishes a fully integrated and enterprise-wide RM solution which enables 
Officers to be prepared for risk and confidently anticipate risk and opportunities, in pursuit of the Shire’s 
strategy. 

The Intent of the ERM Improvement Plan is to advance an effective risk program which supports the RM 
Framework and to improve and enhance existing RM practices across the Shire, i.e. enabling continual 
improvement of the RM function. 

The ERM Improvement Plan aims to cement a common and clear view of the purpose of RM, while also 
establishing a roadmap to build RM capability over time. 

The ERM Improvement Plan comprises six risk domains detailed below with aligned objectives: 

Risk Culture  

 

Embedding a positive entity-wide culture which promotes greater accountability 
and awareness for risk and fostering behaviour which supports the RM function. 

Governance and 
Accountability 

Effective RM governance arrangements including allocated and enacted 
responsibility and ownership for managing risk across the Shire (Three Lines of 
Defence). 

Resources and 
Capability  

 

Officers are equipped with tools and have sufficient resources, capability and 
support to apply consistent RM principles and practices across the Shire. 

This includes systems and tools supporting the RM process, and risk reporting. 

RM Process  

 

Embedding consistent RM processes and procedures and use of risk 
information to inform decision making. 

This includes incorporating RM into Business and Corporate Planning and risk 
appetite. 

Assurance and 
Monitoring 
Performance  

Organisation-wide validation and assurance program aligned to risk profile 
coupled with an adequate risk and control function which supports decision 
making. 

Managing Shared 
Risks 

 

Ensuring that the organisation is collaborating with other entities to identify and 
contribute to the management of shared risks. 
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Each risk domain includes measures of success and associated targets, and improvement initiative and 
planned completion dates. 

The ERM Improvement Plan was launched in February 2018 and comprised a bench-marking 2017 desktop 
self-assessment and November 2018 target risk ratings.  

An additional desktop self-assessment was undertaken during November 2018 to assess progress against 
improvement areas identified. Key improvements and strengths were observed, and further steps to build 
capability and mature RM practices were identified. 

1.8  RM Framework Design 

 
The Shire’s RM Framework functions according to the Three Lines of Defence Model, whereby each line 
of defence plays a distinct role within the Shire’s overall governance framework. 
 

First line – function that owns and manages risks 

The first line of defence is management control whereby controls are designed into systems and 
processes under managerial guidance in order to identify breakdowns or unexpected events. Operational 
managers are responsible for owning and managing risk, ensuring activities are consistent with 
objectives, implementing corrective actions (risk treatments), maintaining effective internal controls and 
executing risk and control procedures on a day-to-day basis. 

Second line – function that oversees and supports the management of risk 

The second line of defence is the various RM and compliance oversight functions established by 
management to ensure that the first line of defence is appropriately monitored and operating as intended.  

The second line of defence is responsible for establishing a fully integrated and enterprise-wide RM 
solution which enables Officers to be prepared for risk and confidently anticipate risk and opportunities 
(in pursuit of the Shire’s strategy). 

Third line - function that provides independent assurance over the management of risk 

The third line of defence is independent assurance, including internal audit which provides the Audit and 
Risk Committee, Council and Executive with assurance regarding the effectiveness of RM approach, 
controls, and that the first two lines of defence are operating effectively. 

 

 

Three 
Lines of 
Defence

First Line of 
Defence -
Owns and 
Manages risks

Second Line of 
Defence -
Oversees and 
Supports risks

Third Line of 
Defence -
Provides 
Independent 
Assurance
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1.9 RM Policy – What is it? 

The RM Policy (Appendix 1) is a statement of the overall intentions and direction of the Shire related to 
RM, including its appetite for risk. 

1.10  RM Principles – What is it? 

The RM principles (Appendix 2.1) provide guidance on the characteristics of effective and efficient RM, 
communicating its value and explaining its intention and purpose.  

1.11  RM Framework – What is it? 

The Shire’s RM Framework represents the Shire's commitment to RM. The RM Framework (Appendix 2.2) 
is a set of components that provide the foundations and organisational arrangements for the designing, 
implementing, monitoring, reviewing and continual improvement of RM throughout the Shire.  

1.12  RM Process – What is it? 

The RM Process (Appendix 2.3) outlines how the RM Policy will be implemented through the systematic 
application of procedures and practices to the activities of communicating and consulting, establishing the 
context and assessing, treating, monitoring, reviewing, recording and reporting of risk. 
 
 
 
The RM Process undertaken at the 
Shire adheres “The Standard 
which requires the following steps be 
undertaken: 

• Communication and Consultation,  

• Establishing the Scope, Context 
and Criteria (for the risk 
assessment),  

• Risk Assessment (including: 
Identification, Analysis, 
Evaluation), 

• Risk Treatment, 

• Monitoring and Reviewing 

• Recording and Reporting.  
 

 

AS/NZS ISO 31000:2018 – Figure 4 - Process 
 

To support the RM Process a range of RM Tools, Templates and Guidance (Appendix 4) have been 
incorporated into this RM Framework. 

1.13  RM Plan – What is it? 

The RM Plan (Appendix 3) is the timetable for the implementation and ongoing delivery and review of the 
RM Framework and its components 

1.14 Risk Appetite – What is it? 

Risk appetite is the amount and type of risk that the Shire is prepared to pursue, retain or tolerate.  It is 
expressed in the form of a Risk Appetite Statement contained within the RM Policy. 
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1.15 Insurance – What is it? 

Insurance is a type of risk treatment, known as risk transfer, which involves shifting all or part of the 
responsibility to another party who is best able to control it (such as an insurer who bears the consequence 
of losses). 

Insurance cover does not take the place of RM and will not cover all the risks of the Shire.  i.e. insurance 
is only one method of treatment for identified risks. 

NB - there are stringent requirements for the Shire to meet in order for this cover to be effective, including 
disclosure of all relevant information to the re-insurers at the time of renewal of the cover and adequate 
and timely reporting of incidents and claims.   

For insurance enquires, refer to the Insurance page on the Intranet, or contact the Legal Team. 

1.16 Business Continuity Management – What is it? 

Business Continuity Management (BCM) is a holistic management process within the Shire, that identifies 
potential threats to the Shire and the impacts to business operations of those threats, if realised, might 
cause, and which provides a framework for building organisational resilience with the capability of an 
effective response. 

This Business Continuity Plan (BCP) has been developed to document procedures that guides the Shire to 
respond, recover, resume and restore to a pre-defined level of operation following any incident that 
significantly disrupts Council operations and service delivery.  

The Business Continuity Plan (BCP) is activated when a risk event that has a significant business 
interruption consequence occurs, to enable the Shire to effectively to resume critical service delivery.  

For BCM enquires, refer to the Business Continuity page on the Intranet, or contact the Legal Team. 

1.17  Key Linkages and References 

The RM Framework has links to the following and must be considered in conjunction with: 

▪ 2017-2021 Council Plan (Our Peninsula 2021)  

▪ Staff Code of Conduct 

▪ Occupational Health and Safety Policy 

▪ AS/NZS ISO 31000:2008 Risk management – Guidelines (“The Standard”) 

▪ Victorian Government Risk Management Framework (VGRMF) - Department of Treasury and 
Finance (DTF) 

▪ Business Continuity Plan 

▪ Internal Audit Program 

▪ Health, Safety and Wellbeing Strategic Plan 

▪ Fraud Risk Management Policy (incorporates the Fraud Control Plan) 

▪ VGRMF – Practice Notes and Templates (VMIA – Victorian Management Insurance Authority) 

https://mornpen.sharepoint.com/Knowledgebase/Insurance.aspx
mailto:legal@mornpen.vic.gov.au
https://objectiveapp.ad.mps/id:A6594076/document/versions/latest
https://mornpen.sharepoint.com/Knowledgebase/Business%20Continuity.aspx
mailto:legal@mornpen.vic.gov.au
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SECTION 2: ROLES AND RESPONSIBILITIES 

The Shire aims to embed the culture of RM at every level.  Therefore, all levels of the Shire will 
have a responsibility and a role to play in RM.   
 

The following outlines the roles and responsibilities associated with RM and is cognisant of the three 
lines of defence highlighted at section 1.2. 
 
 

First Line of Defence 
 

Role of Chief Executive: responsible for: 
 

• Establishing and maintaining a climate of risk awareness, 

• Developing and maintaining governance mechanisms that effectively monitor risks and their 
management, and  

• Setting requirements and guidance for RM based on The Standard. 
 

Role of Directors: responsible for: 
 

• Ensuring compliance of their department with the RM Framework and the promotion of a positive 
risk and compliance culture that embraces the philosophy of the RM Framework, 

• Identifying, evaluating, assessing, treating and monitoring the key risks that might potentially 
prevent them from achieving their objectives and their Business Plan, 

• Integrating RM into all aspects of their business, 

• Reporting as required by the RM Plan where nominated as a designated risk owner, or nominated 
Risk Lead (for Operational Risks), and 

• Ensuring that RM practices are: 
o Consistent with the RM Framework, 
o Monitored to ensure that control environment is effective and management strategies 

(risk treatments) are implemented as intended, and 
o Commensurate with the level of risk exposure. 

 

Role of Managers: RM is a core element of strategic and business planning, and a precursor to 

specific outcomes such as major procurement, major projects and change programs.  RM is therefore 
an integral component of all daily business activities and each Manager is responsible for:  

• Promotion of a positive risk and compliance culture that embraces the philosophy of the RM 
Framework, 

• Communicating and consulting, identifying, evaluating, assessing, treating and monitoring, and 
recording and reporting the key risks that might potentially prevent them from achieving their 
objectives and recording such in the relevant risk register including the implementation of risk 
treatments; 

• Integrating RM into all aspects of their business, 

• Reporting as required by the Plan where nominated as a designated Risk Owner, or nominated 
Risk Lead (for Operational Risks), 

• Reviewing and updating the risk assessment for each part of their operations on at least an annual 
basis, and 

• Ensuring that Risk Treatments are included in their Annual Business Plan and PDRs for actioning 
as appropriate. 

Role of All Staff: Every staff member is responsible for ensuring that his or her work environment and 

practices reflect good RM standards.  The responsibilities of staff members include: 

• Observing and informing Managers or Team Leaders of any specific risk encountered, 

• Maintaining an awareness of risks (current, emerging and potential) that relate to their area of 
responsibility, and actively supporting and contributing to RM initiatives. 
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Second Line of Defence 

Role of Senior Risk & Insurance Advisor:  responsible for: 

• Development and embedding of the RM Framework across the Shire and championing a strong 
risk culture across the organisation, 

• 2nd line oversight of the management of the Shire’s risks, including Strategic, Operational and 
Project/Program Level risks, 

• Designing, developing and implementing the ERM Improvement Program, and advancing the 
Shire’s 6 risk domains – Risk Culture, Governance & Accountability, Resource & Capability, RM 
Process, Assurance & Monitoring Performance, and managing Shared Risk, 

• Develop, implement, support and maintain a system which captures and reviews material risk 
exposure across the Shire, and which is aligned to the Shire’s Strategic Plan and Business 
Planning process, 

• Reporting to the ARC on the Effective Management of Risk and providing reports and advice in 
accordance with the Annual ARC Workplan, 

• Partnering with Officers and Teams to develop RM capability, and providing advice to Officers on 
matters of risk, 

• Liaising with the ‘peak bodies’ relating to RM, and being across developments in contemporary 
RM practices, 

• Recognising trends in risk exposure or RM practice and bringing this to the attention of the 
Executive, and relevant Officers, and advising as required, 

• Supporting, mentoring and coaching officers in better practice RM practices at all level and 
Recommending and implementing training programs that will add value. 

 

Third-line of Defence 

Role of the Council: responsible for endorsing and adopting the Framework and monitoring the 

Shire’s Risk Profile with assistance from the oversight of the ARC. 

 

Role of Councillors: responsible for utilising and supporting good RM principles to guide decision 

making, including a consideration of potential risks and opportunities in the broader context of the Shire 
and community priorities. 

 
Role of the Audit and Risk Committee (ARC): The ARC’s primary objective is to assist Council 

in carrying out its responsibilities for financial and performance reporting, financial management, good 
corporate governance, maintaining a system of internal control and RM, and fostering an ethical 
environment. The ARC Charter sets out the details for monitoring required by the ARC.   
 

The ARC’s Annual Workplan allows for the areas of responsibility of the ARC to be addressed at 
meetings across the year, relating to the effective management of risk, ARC has a responsibility to 
monitor and report on the systems and activities of Council, including the review of the Shire’s RM 
Framework to consider the systems in place to identify and manage risk, including:  

• Monitor the process of management review of material risk exposure of Council (includes 
Strategic, Operational and Project/Program risk),  

• Review and consider the effectiveness of the Fraud Control Framework including the Fraud, 
Corruption and/or Financial Mismanagement Risk; and 

• Receive updates from the Chief Executive Officer on the occurrence of fraud, if any. 

Role of the Internal Auditor: provides an independent review function which provides information 

about the effectiveness of the Shire’s RM policies, procedures and practices through the design and 
delivery of the Annual Internal Audit Plan.   
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SECTION 3: EDUCATION 

The success of this RM Framework is dependent upon the education of Officers regarding RM. The 
following programs are designed to ensure that RM awareness is consistent and thorough. 

3.1  Induction Training 

All Officers are responsible for ensure that their work environment and practices adhere to the Shire’s 
RM Framework, and are to familiarise themselves with Shires approach to RM.  

All new staff will receive RM training via the induction sessions, and will be informed of their RM 
responsibilities, and the roles of all staff, and the Three Lines of Defence.  

3.2  Specific Training 

RM training will be provided on an ‘as required’ basis. Specific training needs are to be monitored and 
noted during the Profession Development Review (PDR) process. 

If your team has a specific RM training requirement or would like to participate in a Risk101 Team 
Specific Presentation / Workshop, please contact Senior Risk and Insurance Advisor to discuss. 

3.3  General Awareness 

The following approaches are already in place or are currently being implemented: 

• All position descriptions emphasise RM as a corporate responsibility with specific Key 
Performance Indicator’s (KPI’s) as appropriate, 

• All team meeting agendas have RM as a discussion item, 

• At least one Managers meeting annually has an RM theme, 

• Targeted initiative – Risk Week – to build an organisational-wide positive risk culture, and highlight 
opportunities for learning, education on contemporary RM practices and a call to action. 

• Executive to undertake a thorough risk review of their portfolio annually, and 

• RM advice is contained within Knowledge-base (Intranet), and includes, the following collection: 
Risk Management, Risk Management Framework, and Risk Management Guidance, Tools and 
Templates. 

3.4 Annual Risk Week 

As part of an effort to build an organisational-wide positive risk culture which promotes greater 
accountability and awareness for risk, an annual coordinated “Risk Week” includes a week-long focus 
on demystifying risk. 

The objective of the Risk Week is to: 

▪ Build the basics, 

▪ Embed key RM concepts, 

▪ Explain the why, and  

▪ Generate a conversation and call to action. 

 

mailto:oliver.webb@mornpen.vic.gov.au
https://mornpen.sharepoint.com/Knowledgebase/Risk%20Management.aspx
https://mornpen.sharepoint.com/Knowledgebase/Risk%20Management%20Framework.aspx
https://mornpen.sharepoint.com/Knowledgebase/Risk%20Management%20Guidance,%20Tools%20and%20Templates.aspx
https://mornpen.sharepoint.com/Knowledgebase/Risk%20Management%20Guidance,%20Tools%20and%20Templates.aspx
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3.5  Demystifying Risk – Risk101 Team Specific Presentation / Workshop 

Succeeding 2018’s Risk Week held during November 2018, during the period (December 2018 through 
to June 2019) 15 teams have participated in this training. This has is included approximately 150 
Officers. 

At the interactive Risk101 
presentations / Workshop Officers will 
learn about risk and how to 
incorporate RM in their everyday work 
and life, it is aimed to help make RM 
easier to understand and allow 
Officers to use RM to make better 
decisions with more confidence. 

The session will incorporate: 

▪ Building the basics, 

▪ Embedding key concepts, 

▪ Explaining the why, 

▪ Provide an insight into the Shire’s 
Strategic and Operational risks. 

 

During the targeted team risk session, discussion will be allocated on risk aligned to the team and 
focusing on the risk/uncertainty within the context of the specific team. 

The training is having a positive influence in driving a positive risk culture, which is aligned to delivering 
on 2017-2021 Council Plan (Our Peninsula 2021) and realising the Shire’s intended Community 
Outcomes as articulated in the Council Plan, and also managing the day-to-day operational risks.  

A cultural shift from RM, to actually managing risks.  

Here’s what a couple of Officers have to say about the training, and value to their teams: 

This workshop highlighted that while our team is mindful of the risks involved in our 
operations and processes, we do not have any established process to routinely report and 
distil risks as part of our project management documentation. Team members were also 
reminded of the importance of clearly outlining risks in Council reports. 

The team was particularly engaged in this workshop due mainly to the small size of the 
group, the conversational approach Ollie utilised, the manner in which the topic was made 
relevant to operations of the group. 

Team Leader 
Peninsula-
Wide Planning 
Team 

Oliver facilitating a workshop to each of the 3 placed based Youth teams (Rosebud, 
Hastings and Mornington). These workshops have allowed for all staff to look at risk through 
a different lens, primarily getting them to look at risk as something that isn’t necessarily 
always about safety. My own personal take away and something that I am encouraging my 
team to consider is that risk could also be seen as the ‘barriers to success’. 

Since these workshops our Youth Workers are now actively spending more time on their 
individual program and service planning to ensure that all barriers to success are looked at 
and problem solved. For the Mornington and Hastings teams this has involved facilitating a 
Program Logic that strips all service provision back to the very beginning; starting at the 
purpose and then stepping through everything that is needed to get to the end outcome. 

Oliver’s approach has been very well received, he has activated great conversation and 
importantly gotten our team definitely more interested in looking at risk. 

Team Leader 
Youth 
Services 

The training for the newly formed team was very thorough and Oliver asked the right 
questions to get meaningful risk statements. Overall the team has a much better 
understanding of risks, bringing RM to a new level / standard.  We are lucky having Oliver 
facilitating the risk sessions for our Programme or Work which will allow us to deeply embed 
learnings into our behaviour to effectively manage risks. 

Transformation 
Office Lead 
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APPENDIX 1: RM POLICY  

 

 

 

 

Risk Management Policy 

___________________________________________ 

The Shire is committed to effective risk management (RM) as an 

integral part of its corporate governance and operations, developing 

strategies and systems to manage risks and enabling the Shire to 

deliver on its obligations and strategic objectives.  

The most value from RM comes when it enables the Shire to make 

better decisions as we face uncertainty. To be effective, RM must be 

embedded in the way we all work and how we make decisions. 

The identification and management of risk is undertaken in a 

consistent and systematic process, adhering to the principles set out 

in the Australian Standards / New Zealand Standards (AS/NZS) ISO 

31000:2018 – Risk management - Guidelines.  

___________________________________________ 

 

 

 

This Policy shall be subject to review within 24 months of the Council approval date. 
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Risk Management Policy  

Policy No.  1.1.12 

TYPE Organisation 

PURPOSE & 

INTENT 

This policy confirms the commitment of the Shire to good corporate governance 
through RM. It defines the broad accountabilities and structures the Mornington 
Peninsula Shire Council (Shire) will maintain in order to manage risk.   

The intent of this Policy is to ensure that sound RM practices are incorporated 
into the Shire’s planning and decision-making processes.   

This Policy must be read in conjunction with the Shire’s RM Framework. 

OBJECTIVES The objectives of the RM Policy is to define the Risk Appetite Statement and 
outline the Shire’s commitment to:  

• Embed RM into the way we all work and how we make decisions, 

• Provide accurate and concise risk information that informs decision 
making, creating a workplace culture where all Officers will assume 
responsibility for managing risk in their day to day activities, 

• Provide a systematic approach to the early identification and 
management of risk, to manage risk within the Risk Appetite of the Shire, 
and to implement risk treatments to reducing risk to within acceptable 
levels, 

• Monitor and review risk levels to ensure that risk exposure remains within 
risk appetite, 

• Safeguarding its assets, people and property, 

• Deploying resources and operational capabilities in an efficient and 
responsible manner, 

• Providing a basis for higher standards of accountability, 

• Allowing for more effective delivery of Local Government programs, and 

• Protecting the Shire’s image as a professional, responsible and ethical 
organisation. 

SCOPE This Policy applies to any to full-time and part-time employees, Councillors, 
volunteers, contractors, temporary and casual staff within the Shire (i.e. the 
internal business of the organisation). It applies to all work performed and duties 
carried out for the Shire, as well as related activities such as work-related 
functions, travel, conferences and any other circumstances when a person is 
representing the Shire. 

DEFINITIONS 

 

 

Risk is the effect of uncertainty to objectives. 

In the Shire’s context, this related to progressing its strategic and business 
objectives (and realising the intended Community Outcomes as articulated in 
Our Peninsula 2021) and managing operational exposures that could impact on 
the day-to-day operations of the Shire. 

Risk management (RM) is the coordinated activities to direct and control the 
Shire with regard to risk. 

Risk appetite is the amount and type of risk that the Shire is prepared to 
pursue, retain or tolerate.  It is expressed in the form of a Risk Appetite 
Statement. 
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BENEFITS A structured RM program will provide a number of beneficial outcomes by: 

• Integrating risk-informed decision which better enables the Shire to 
deliver upon its strategic and business plan, and achieve desired 
Community Outcomes, 

• Establishing a fully integrated and enterprise-wide RM solution which 
enables Officers to be prepared for risk and confidently anticipate risk 
and opportunities, in pursuit of the Shire’s strategy, 

• Enhancing strategic planning through the identification of threats to the 
Shire’s vision and mission, 

• Encouraging a pro-active approach to issues likely to impact on the 
strategic and operational objectives of the Shire, and 

• Improving the quality of decision making by providing structured methods 
for the exploration of threats, opportunities and resource allocations. 

POLICY The successful implementation of RM requires effective management 
procedures that specify the methods chosen, assigns responsibilities and 
monitors the outcome against predetermined criteria. 

The process of communicating and consulting, identification, analysing, 
evaluating, prioritising, treating, and recording and reporting of risks is to be 
conducted in accordance with the Shire’s RM Framework.  

As part of its approach to sound RM, the Shire will: 

• Maintain Risk Registers of all known risks affecting the Shire, grouped into 
Strategic, Operational and Project/Programme risks and analysed and 
classified into Extreme, High, Moderate and Low 

o Strategic Risk Register (SRR) – high level strategic risks that could 
impact on the ability of the Shire to achieve its key strategic targets.  
This register is maintained by the Legal Services Team and 
ownership of these risks is with a designated Risk Owner. 

o Operational Risk Register (ORR) – operational exposures that 
could impact on the day-to-day operations of the Shire.   

• All Strategic risks will be reviewed on a quarterly basis by the Executive 
and twice annually by the Audit and Risk Committee (ARC), including what 
actions the Shire is undertaking to mitigate these risks, 

• All Extreme and High Operational risks will be reviewed on a half yearly 
basis by the Executive and annually by the ARC, including what actions the 
Shire is undertaking to mitigate these risks, 

• All business units will annually review Operational and Strategic Risks as 
part of the completion of Annual Business Plans and quarterly status 
updates on action undertaken to minimise risk, and, 

• All risks classified as ‘Extreme and High’ will be considered a priority to 
address in terms of the allocation of resources through the annual budget 
process. 

Contractors 

Contractors must:  

• Provide sufficient personnel and financial resources to participate in the 
identification, evaluation, prioritisation and treatment of risks and in the 
monitoring of the results; and 

• Demonstrate to the Shire how the management of the risks inherent in the 
subject matter of their contracts is equal to or exceeds the requirements of 
this Policy. 
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RISK APPETITE 

STATEMENT 

 

Financial 

There is no appetite for risks that have a significant negative impact on the 
Shire’s long-term financial sustainability. 

Legal and Regulatory 

There is no appetite for non-compliance with legal, professional and regulatory 
requirements. 

Human Resources 

There is no appetite for compromising staff safety and welfare. 

We have a low appetite for risks arising from inadequately trained staff or failed 
internal processes. 

Operational 

We have a low appetite for system failures or information and data security 
breaches. 

We have a medium appetite in terms of the operational risk associated with the 
implementation of change and key strategic plans. 

We have no appetite for internal fraud, collusion, theft and associated 
reputational risk. 

We have a low appetite for operational risks arising from failure to meet 
customer commitments and/or suitability of advice. 

We have a low appetite for third party partner (contractors) failure. 

There is considerable appetite for improvements to service delivery; and 

There is considerable appetite for improved efficiency of the Shire’s operations. 

Environmental 

There is considerable appetite for decisions that promote ecologically 
sustainable development. 

RESPONSIBILITY RM is the responsibility of everyone connected to the Shire, not to just one 
individual or business unit.  Councillors, Management, Team Leaders, staff, 
volunteers and contractors all play a part in making RM a priority as they 
undertake their daily tasks. 

Specific responsibilities are set out in the RM Framework. 

RELATED 

POLICIES & 

STRATEGIES 

RM Framework  

Staff Code of Conduct 

Occupational Health and Safety Policy  

Health, Safety and Wellbeing Strategic Plan 

Fraud Risk Management Policy (incorporating Fraud Control Plan) 

Strategic/Council Plan including strategic goals 

Business Continuity Plan 

Internal Audit Program 

RELATED 
LEGISLATION 

Nil 

REFERENCES AS/NZS ISO 31000:2018 Risk management - Guidelines 

REVIEW This Policy shall be subject to review within 24 months of Council approval date. 
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APPENDIX 2: PRINCIPLES, FRAMEWORK AND PROCESS  

Managing risk at the Shire is based on the Principles, Framework and Process outlined within AS/ISO 
31000:2018 Risk management – Guidelines (refer to Figure 1 below). 
 
RM is embraced by Shire to create and protect value, by managing risks, and making risk-informed 
decisions, setting and delivering upon objectives (and achieving community outcomes) and improving 
organisational performance. 

The Shire, like all organisations face internal and external factors and influences which make it uncertain 
whether we will achieve our objectives. 

Managing risk at the Shire, is: 

• Fundamental to how the Shire is managed at all levels, and embraced by the Executive, whom 
demonstrate leadership and commitment to embedding RM into the Shire business support 
functions and service delivery,  

• Iterative, and embedded within the strategic and business planning process, and the way that 
we execute our business, 

• Incorporated in all our activities, and considered with our interaction with internal and external 
stakeholders, 

• Considering thet external and internal context, including human and cultural factors. 

 
Figure 1 –  
AS/ISO 31000:2018 Risk management – Guidelines (Principles, Framework and Process) 
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2.1 Principles 

The purpose of RM is the creation and protection of value. It improves performance, encourages 
innovation and supports the achievement of objectives. 

The *Principles (outlined in left-hand column of the table on the below) provide guidance on the 
characteristics of effective and efficient RM, communicating its value and explaining its intention and 
purpose. The principles are the foundation for managing risk and should be considered when 
establishing the organization’s RM framework and processes. These principles should enable an 
organization to manage the effects of uncertainty on its objectives. (reference: The Standard) 

The Shire’s statement of adherence to The Standard (Principles) is outlined in right-hand column of the 
table on the below: 

The Standard (Principles) The Shire’s statement of adherence to The Standard 
(Principles) 

Integrated RM is integrated into all organisational activities, and the 
led by the “tone at the top”. 

RM is an integral component of all daily business 
activities. 

RM is a core element of strategic and business planning, 
and a precursor to specific outcomes such as major 
procurement, major projects and change programs. 

RM is an integral part of all organisational 
activities. 

Structured and comprehensive The RM Framework details a structured and 
comprehensive approach to RM, and the re-
establishment of the Shire’s Strategic and Operational 
Risk Registers ensure RM has been applied in a 
consistent manner and has enabled comparable results. 

The Shire’s approach to RM, is to equip Officers with tools 
and sufficient resources, capability and support to 
effectively and consistently apply RM principles and 
practices across the Shire. 

A structured and comprehensive approach to RM 
contributes to consistent and comparable results. 

Customized The RM Framework (and RM Process) and development 
of the Shire’s Strategic and Operational Risk Registers 
have been tailored according to the Shire’s external and 
internal context related to its objectives. 

The RM framework and process are customized 
and proportionate to the organization’s external 
and internal context related to its objectives. 

Inclusive The RM Process adopted at the Shire, enables 
participation of many stakeholders, which considers 
varied views and perceptions of risk, and which results in 
improved awareness and risk-informed decision making. 

Appropriate and timely involvement of 
stakeholders enables their knowledge, views and 
perceptions to be considered. This results in 
improved awareness and informed RM. 

Dynamic The Shire embraces a strategic approach to RM, which is 
forward-looking, and which focuses on Management 
ability to make better informed decisions with more 
confidence. 

The RM process uses timely information and data, and 
which is leveraged to enable Management to effectively 
anticipate, detect, acknowledge and respond to changes 
in the Shire’s external and internal operating environment. 

Risks can emerge, change or disappear as an 
organization’s external and internal context 
changes. RM anticipates, detects, acknowledges 
and responds to those changes and events in an 
appropriate and timely manner. 

Best available information The RM Process, and quarterly risk reporting advice (for 
the Shire’s Strategic and Operational Risks) is based on 
historical and current information, which also considers 
the analysis to provide a forward-looking window. The 
recording and reporting of risk information is timely, clear 
and available to a range of stakeholders. (and is 
accessible to all Officers on the Shire’s Intranet). 

The inputs to RM are based on historical and 
current information, as well as on future 
expectations. RM explicitly takes into account 
any limitations and uncertainties associated with 
such information and expectations. Information 
should be timely, clear and available to relevant 
stakeholders. 
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Human and cultural factors The Shire has endeavoured to create a culture of 
embedding a positive entity-wide culture which 
promotes greater accountability and awareness for 
risk, and fostering behaviours which supports all 
aspects of RM.  

Human behaviour and culture significantly influence 
all aspects of RM at each level and stage. 

Continual improvement The ERM Improvement Plan is the Shire’s 
mechanism to supports the RM Framework and to 
continually improve and enhance existing RM 
practices across the Shire. 
The ERM Improvement Plan is informed by learnings 
and experience. 

RM is continually improved through learning and 
experience. 

Reference: *all italics in 2.1 Principles – The Standard (Principles) 

2.2 Framework 

The purpose of a RM framework is to assist the Shire in integrating RM into all organisational activities 
and functions. The effectiveness of the Shire’s RM Framework is dependent upon a range of factors, 
including: 

• Integration into organisational activities, and decision making, 

• The risk culture of the organisation (i.e. Officers attitudes, awareness and application of RM 
activities) 

• Support from Officers (and in-particular the Executive Leadership Team and Senior Officers, 
known as “the tone at the top”.) 

The Standard (Framework) encompasses integrating, design, implementing, evaluating and improving 
RM across the organisation, and recognises that leadership and commitment will underpin the 
effectiveness of the RM framework. 

The Standard (Framework) Shire statement of adherence to the Standard 
(Framework) 

Leadership and commitment The Shire’s RM Framework functions according to 
the Three Lines of Defence Model. 

The RM Framework demonstrates the Shire’s 
commitment to RM. 

RM is integrated into all organisational activities, and 
the led by the “tone at the top”. 

Top management and oversight bodies, where 
applicable, should ensure that RM is integrated into all 
organizational activities and should demonstrate 
leadership and commitment. 

Integration RM is iterative and embedded as part of the strategic 
and business planning process, and in the way that 
we execute our business. 

The RM Framework outlines roles and 
responsibilities associated to RM and aims to embed 
the culture of RM at every level, including the role 
every staff. 

Integrating RM relies on an understanding of 
organizational structures and context. 

Everyone in an organization has responsibility for 
managing risk. 

Design The RM Framework, including the Shire’s Strategic 
and Operational risk registers considers the Shire’s 
external and internal context, and also documents 
the control environment in place, and additional risk 
treatments to manage this risk exposure.  

The quarterly risk reporting process monitors and 
reported on changes in the Shire’s external and 
internal context, and advise management response 
to such changes. 

When designing the framework for managing risk, the 
organization should examine and understand its 
external and internal context. 
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Implementation The ERM Improvement Plan enables the Shire to 
advance an effective risk program which supports 
the RM Framework and improves and enhances 
existing RM practices across the Shire. 

The RM Plan outlines the timetable for the 
implementation and ongoing delivery and review of 
the RM Framework and its components. 

The RM process established a sound basis for the 
Shire to assess risk, aligned to the Shire’s Strategic 
(Our Peninsula 2021) Objectives, and Business 
Objectives (as per the annual business planning 
process), and business environment (internal and 
external context) in which those objectives are being 
pursued. 

RM is embedded in the way we work and how we 
make decisions. 

The organization should implement the RM framework 
by: 

— developing an appropriate plan including time and 
resources; 

— identifying where, when and how different types of 
decisions are made across the organization, and by 
whom; 

— modifying the applicable decision-making 
processes where necessary; 

— ensuring that the organization’s arrangements for 
managing risk are clearly understood and practised. 

Evaluation The RM Framework (including RM Policy, Process 
and Plan) is reviewed every two years for approval 
by the Executive, endorsement by the ARC, and 
adoption by the Council. 

The ERM Improvement Plan enables the Shire to 
advance an effective risk program which supports 
the RM Framework, and measure the RM 
Framework performance against its purpose, 
implementation plans, indicators and expected 
behaviour. 

In order to evaluate the effectiveness of the RM 
framework, the organization should: 

— periodically measure RM framework performance 
against its purpose, implementation plans, indicators 
and expected behaviour; 

— determine whether it remains suitable to support 
achieving the objectives of the organization. 

Improvement The RM Framework has been adapted to adhere to 
the AS/NZS ISO 31000:2018 Risk management – 
Guidelines and is modelled upon contemporary RM 
practices.  

The RM Process and the Strategic and Operational 
quarterly risk reporting process monitors what’s 
giving rise to the uncertainty (risk) and the changes 
in the internal and external context which is having 
an impact on the risk and ensures that adequate and 
effective management is in place. 

The organization should: 

- continually monitor and adapt the RM 
framework to address external and internal 
changes, and 

- continually improve the suitability, adequacy 
and effectiveness of the risk 

- management framework and the way the RM 
process is integrated. 

Reference: *italics above in 2. The Standard (Framework)  
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2.3  RM Process 

The RM process is an integral part of management and decision-making and integrated into the 
structure, operations and processes of the Shire. We apply the RM process to provide a greater level 
of assurance that the processes are in place to manage our risks. 

At the Shire, the RM process it is applied at the strategic, operational, programme or project levels. 
Although the RM process is often presented as sequential, in practice it is iterative.  

Information highlighted within the text box draws attention to the  

key questions to consider during each step of the RM process 

Step 1: Communication and Consultation 

Communication and consultation take place 
within and throughout all steps of the RM 
process.   

The RM process should not be undertaken in 
isolation. Communication promotes 
awareness and understanding of risk and will 
increase the knowledge about the risk. 

Identify expertise required, bring 
stakeholders together who can provide 
advice/expertise.  

Decide what should be communicated, and 
to whom. 

 
 
 

▪ Who are the Stakeholders who have insight and 
influence? (Internal and external stakeholders) 

▪ Identify expertise required, nominate experts and 
owners who can provide advice?   

▪ Decide what should be communicated, and to 
whom? 

▪ Have all views been appropriately considered? 
 

Step 2: Scope, Context, Criteria 

The Shire establishes a sound basis to 
assess risk, aligned to strategic objectives 
(Our Peninsula 2021) and business 
environment (internal and external context) in 
which those objectives are being perused. 

The RM process is applied at the Strategic 
(exposure that could impact strategic 
objectives), Operational (exposure that could 
impact day-to-operations) and 
Project/Programme levels. 

 

▪ Before we identify risks and respond to them, we need 
to understand what are trying to achieve? The 
objective(s) 

▪ What do we know about our operating environment? 

▪ Are we considering a Strategic, Operational or 
Project/Programme risk? 

▪ What information is required to understand the risk? 
(internal/external) 

▪ What subject matter experts should be consulted? 
 

Step 3: Risk Assessment  

Risk assessment is a core element of strategic and business planning, and a precursor to specific 
outcomes such as major procurement, major projects and change programs. RM is an integral 
component of all daily business activities. 

The risk assessment steps include: 
▪ Risk Identification, Risk Analysis, and Risk Evaluation. 

Step 3.1: Risk Identification  

The risk identification process is to find, 
recognise and describes risks that impact the 
achievement of objectives. 

The risk identification process defines the 
“risk” problem, by establishing a “Risk 
statement”, which provides context and 
meaning of the cause, event and impact for 
management and oversight. 

Describing the risk in terms of cause, event and impact: 

▪ What could cause this risk to occur? 

▪ What event would impact the ability to achieve this 
objective? 

▪ What is the potential impact(s) if the event occurs? 

Assign a Risk Owner/Sponsor (single point of ownership 
for managing the risk) 

 



 
MPSC Risk Management Framework   Adopted by Council – 8 October 2019 

 

Mornington Peninsula Shire  25 

A key outcome of Risk Identification phases is to establish the “Risk” statements, in a clear concise meaningful 
statement. 

The Risk statement defines the “risk” problem and provides insight into the uncertainty and possible effect on 
the achievement of objectives. A well-constructed risk statement combines these three parts together, in the 
form of Causes, leads to event, resulting in impact. 

 

Step 3.2: Risk Analysis  

Risk analysis involves developing an 
understanding of the risk and is the step where 
you “unpack” the risk in more detail, 
considering the cause of risk, and what’s 
giving rise to uncertainty, and potential 
impacts/consequence arising should the risk 
occur. 

Existing controls and their effectiveness are 
considered, and the initial risk rating is 
determined applying likelihood and 
consequence criteria. 
 

 

▪ “Unpack” the risk in more detail:  

What could happen? Why could it happen? Why do we 
care?  

▪ What are we currently doing to manage the risk: What 
controls are in place? Are they effective? Determine 
gaps? 

▪ Consider what the impacts are? How bad/good to 
could it be? and how likely they are to occur? 

 

We use the risk analysis step to increase the knowledge about the risk, i.e. analyse the risk. 

Key information captured during the risk analysis step include, Consider and document: 

- the cause of risk, and what’s giving rise to the uncertainty.  

- the potential impacts/consequence arising should the risk occur. 

- the control owner, and the control effectiveness. Controls are measures which are currently in place to 
mitigate the risk.  

- Consider and document the Current Risk Rating: the likelihood and conseqence of risk based on the 
current controls in place. 

Analyse risks in terms of likelihood (probability or frequency) using the Likelihood Table (Appendix 4.1) 
and consequence (outcome or impact of an event) using the Consequence Table (Appendix 4.2).  The 
analysis must consider the range of potential consequences and how these are likely to occur. 

Once the risk has been analysed, the existing methods to control the risk also needs to be determined. 
Document the existing control methods and the level of success these control methods have in relation to the 
risks by reference to the Control Effectiveness Table (Appendix 4.3).   

Once this has been determined, analyse the risk using the Risk Rating Table (Matrix) (Appendix 4.4) to 
give a rating of ‘Extreme’, ‘High’, ‘Medium/Moderate’ or ‘Low’. 
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Step 3.3: Risk Evaluation  

Once analysed, the next step of the RM 
process is to evaluate the risks.  

Risk evaluation involves comparing the results of 
the risk analysis with established risk criteria 
(refer to Risk Response Table (Appendix 4.5) 
and the Risk Appetite Statements detailed within 
RM Policy (Appendix 1), this will lead to a 
decision if current controls need to be improved, 
or if additional controls (i.e. risk treatments) are 
required. 

This enables risks to be ranked so as to identify 
management priorities.  If the levels of risk are 
low, then risk may fall into an acceptable category 
and treatment may not be required.  The purpose 
of risk evaluation is to assist in making decisions, 
based on the outcomes or risk analysis, about 
which risks need treatment and the priority for 
treatment implementation. 

 

▪ Refer to the Risk Appetite Statements and Risk 
Response table within the RM Framework:   

o Is the Risk Rating been determined and 
Extreme of High?  

If so, further action (i.e. risk treatments) will 
be required. 

o Does the risk exceed our risk appetite 
statements? 

If so, further action (i.e. risk treatments) will 
be required. 

 

Step 4: Risk Treatment  

Once evaluated, the next step of the RM process 
is to treat the risks (for those risks which have not 
been accepted at Step 3).  

The purpose of the risk treatment is select and 
implement options (in addition to the existing set 
of controls currently in place) to manage the risk 
and is an iterative process of selecting risk 
treatment options and preparing and 
implementing risk treatment plans, including 
assigning ownership and determining time-
frames to implement the risk treatment. 

 

▪ What options are required to manage the risk?  

▪ Decide on what additional actions (risk treatments) 
are required and identify resources required, assign 
ownership and determine time-frames (start and 
end-dates)? 

 

 

The objective is not to eliminate all risk but rather to ensure that the risk is maintained at a level tolerable to the 
Shire and in a cost-effective manner. 

Treatment must be considered considering the Risk Response Table (Appendix 4.5). 

- Retain the Risk:  where the risk cannot be avoided, reduced or transferred.  In such cases, the 
likelihood and consequence are usually Low.  

- Transfer the Risk: involves shifting all or part of the responsibility to another party who is best able to 
control it (such as an insurer who bears the consequence of losses). 

- Avoid the Risk:  decide not to proceed with the policy, program or activity or choose an alternative 
means of action. 

- Control the Risk: by either reducing the likelihood of occurrence and/or the consequences. 

Determine the most effective treatment options by considering the: 

- Cost/benefit of each option including the cost of implementation (do not consider financial 
considerations only, organisational, political, social and environmental factors must also be 
considered), 

- Use of proven risk controls, and 

- The anticipated level of risk remaining after implementation of risk treatment. 

Once the proposed treatment has been determined, the details of the risk and treatments must be captured 
and recorded in applicable risk register (and aligned in the Business Plan). 
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Step 5: Monitor and Review  

 

Monitoring and review takes place within and 
throughout all steps of the RM process and can 
be both periodic (i.e. quarterly risk reporting) or 
ad-hoc, and it involves detecting any changes in 
internal/external operating environment. and 
identify issues that may influence the risk 
(identifying emerging risks). 

▪ Have there been changes in internal / external 
operating environment and identify issues that may 
influence the risk? 

▪ Determine the risk trend?  

▪ Assess if the risk exposure has changed, and may 
require escalation?  

▪ Are the risk treatments progressing as planned, and 
reducing the residual risk as intended? 

The designated Risk Owner/Sponsor (or nominated Risk Lead) is responsible for both monitoring and reviewing 
the risks assigned to them to ensure the treatment strategies have been implemented and are working 
effectively.     

All risks rated as Extreme or High must be monitored on a regular basis, refer to Risk Response Table 
(Appendix 4.5) to ensure the rating assigned, controls identified, and treatment options established remain 
valid.   

Step 6: Recording and Reporting  

Recording and Reporting takes place within and 
throughout all steps of the RM process and can 
be both periodic (i.e. quarterly risk reporting) or 
ad-hoc. 

The RM process and its outcome should be 
documented and reported through appropriate 
mechanisms.  

Refer to the RM Plan (Appendix 3) for the annual 
schedule of RM reporting 

 

• Have the risk management activities been 
recorded? (and has the endorsed risk register 
template or reporting been used?) 

• Have the risk assessment decision/outcomes been 
reported to the appropriate stakeholders? 

 

For additional guidance and expectations on recording and reporting of the Operational and Strategic risks, 
refer to Risk Sponsor and Lead Guidance (Appendix 4.7) and Quarterly Risk Reporting Advice (Appendix 
4.8) 
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APPENDIX 3: RM PLAN 

The RM Plan outlines the timetable for the implementation and ongoing delivery and review of the Framework 
and its components. 

Element Description When Who 

Risk Management 
Framework 

Review Every 2 years Snr. Risk and 
Insurance Advisor 

Risk Management Policy Review Every 2 years Snr. Risk and 
Insurance Advisor 

Risk Management Process Review Every 2 years Snr. Risk and 
Insurance Advisor 

Risk Management Plan Review Every 2 years Snr. Risk and 
Insurance Advisor 

Risk Management Update Update the ARC on 
developments in the 
areas of RM. 

Quarterly Snr. Risk and 
Insurance Advisor 

Risk Assessments Risk assessment analysis 
and workshops to be 
undertaken as part of 
annual business plan 
cycle. 

Annually  

*and as required, i.e. 
new initiatives or 
project, budget bids 
etc. 

All teams 

(Snr. Risk and 
Insurance Advisor to 
provide 
guidance/support as 
required) 

Operational Risks Risk reporting: 
maintaining, updating 
and reporting changes 
relating to operational 
risk on a quarterly basis, 
including formulating 
trending advice, i.e.  

-  What is giving risk to 
the  

   uncertainty (risk) 

-  Changes in the Internal  

   Control Environment 

-  Additional trending  

   consideration (Inc. 
outlook)  

Quarterly  Risk Leads to 
advise:  

Snr. Risk and 
Insurance Advisor & 
Designated Risk 
Owner 

Strategic Risks  Quarterly Snr. Risk and 
Insurance Advisor / 
Designated risk 
owners 

Strategic Risk Register  Report to the ARC Every 6 months Snr. Risk and 
Insurance Advisor / 
Designated risk 
owners 

Risk Dashboard  Risk Dashboard provides 
a snapshot of key 
strategic risk information. 

Report to ARC 

Quarterly Snr. Risk and 
Insurance Advisor / 
Designated risk 
owners 

Risk In-Focus Report to ARC 

*schedule detailed within 
in the Risk Dashboard 

Quarterly Snr. Risk and 
Insurance Advisor / 
Designated risk 
owners 
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Strategic Risk Register 
(SRR) 

All strategic risks will be 
reviewed  

Quarterly Designated Risk 
Owners / Snr. Risk 
and Insurance 
Advisor  

Operational Risk Register 
(ORR) 

All strategic risks will be 
reviewed 

 

 

Report to ARC 

Report detailed ORR to 
the Executive  

Quarterly 

 

 
 

Annually 

Every 6 months 

Designated Risk 
Sponsor and 
nominated Risk 
Lead(s) 

Snr. Risk and 
Insurance Advisor  

Designated Strategic Risk 
Owners 

Nomination of designated 
Strategic Risk Owners 

Annually or as 
required 

Executive 

Designated Operational 
Risk Owners 

Nomination of designated 
operational risk owners 

As required Managers/Team 
Leaders 

Training and Education Induction training 

Specific training 

Demystifying Risk – 
Risk101 Team 
Presentation/Workshop 

General Awareness 
(Includes Knowledge 
base updates) 

Risk Week 

As required 

As required 

As required 

 

 

on-going 

 

Annually 

Snr. Risk and 
Insurance Advisor 

Agenda Items Team meetings have RM 
as agenda item 

Managers meeting with 
RM theme 

Ongoing 

 

At least annually 

Managers/Team 
Leaders 

Compliance Monitoring and 
Review – Internal Audit 

Internal Audit to consider 
specific areas for 
inclusion in Internal Audit 
Plan and deliver thereon 

Annually Internal Audit / Audit 
and Risk Committee / 
Management (1st and 
2nd Line of Defence) 

Compliance Monitoring and 
Review – Executive 

Review of risk portfolio Annually Executive 
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APPENDIX 4: RM TOOLS, TEMPLATES AND GUIDANCE 

 

4.1  Likelihood Table 

 

 Level Probability Frequency Qualitative 

5 Almost Certain >90% More than once a year 

Clear indications that the risk will 
materialise, more than once per year 
or is already happening. Would be 
very surprised if it didn't occur.  

4 Likely 50-90% Once a year 
Risk is expected to occur in most 
circumstances. Would be quite 
surprised if it didn't. 

3 Possible 20-50% 1 in 3 year event 
Risk may occur at some time, but 
would not be surprised if it did. 

2 Unlikely 5-20% 1 in 8 year event 
Risk is not expected to occur. Would 
be quite surprised if it did. 

1 Rare <5% 1 in 15-20 year event 
The event may occur in exceptional 
circumstances. Would be very 
surprised if the risk occurred. 
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4.2  Consequence Table 

Consequence 
Level 

Financial  
($ value) 

Reputation & Public 
Image 

Business Interruption / 
Service Delivery 

Health and Safety 
(Public) 

Governance / Compliance Project Consequences 
Environmental 
Impact 

Catastrophic 

25% of budget 
for unit or 
>$10M for 

organisation 

Significant media 
attention impacting 

noticeably on business 
activities for a 

prolonged period of 
time 

5 days or more across 
all locations or up to 20 
days for a single critical 

service 

Multiple fatalities or 
multiple permanent 

disabilities or ill 
health 

Extreme regulatory 
consequences which could 

result in dismissal of 
Council. Non-compliance or 

breach of legislation with 
litigation, prosecution 

and/or penalty with fines 

Project failure. Major 
deficiencies with all 

project deliverables. No 
requirements met. 

Budget expanded without 
achieving any key 

deliverables 

Severe long term or 
permanent damage 

to the 
environmental 
viability of the 
impact area 

Major 

10% of budget 
for unit or $1M 

to $10M for 
organisation 

Major customer/morale 
sensitivity. Damage to 

the Shire name 
attracting media 

attention and some 
impact on business 

activities 

Continuing difficulties in 
servicing customers 

over prolonged period 
(1 to 5 days) across 

majority of services that 
will result in a large 

amount of complaints 

A single fatality or 
extensive injuries 

that are life 
threatening; or 
multiple serious 

injuries and 
hospitalisation 

Major regulatory 
consequence resulting in 

material fines or restrictions 
on the Shire operations. 

Probable litigation or 
prosecution and/or penalty 

Severe impact on project 
milestones. A majority of 
key requirements may 
not be met. Significant 

additional costs delaying 
project. 

Major long term 
irreversible 

environmental 
damage 

Moderate 

5% of budget 
for unit or 

$100K-$1M for 
the 

organisation 

Moderate 
customer/morale 

sensitivity and damage 
to the Shire name with 

minor local media 
interest 

Medium to large % of 
customers 

inconvenienced acrs 
large area. Will receive 

complaints across 
several service 

locations 

Injury requiring 
ongoing medical 
treatment and/or 

lost time 

Moderate regulatory 
consequence which may 

result in fines. Contractual 
non-compliance or breach 
of legislation with threat of 

litigation, prosecution 
and/or penalty 

Moderate to High impact 
on project milestones. 

Some key requirements 
may not be met. 

Additional costs requiring 
submission for 

supplementary funding 

Moderate 
environmental 

damage, reversible 
with medium term 

remediation 

Minor 

2.5% of 
budget for unit 

or $10K-
$100K for the 
organisation 

Minimal 
customer/morale 

sensitivity or minimal 
damage to the Shire 

name 

Minor disruption to 
core service activities. 
Minor % of customers 
inconvenienced and 

receive a few 
complaints 

Minor injury that 
may require 

medical attention 
with no ongoing 

treatment 

Minor regulatory 
consequence with formal 
warning/instruction with 

unlikely litigation, 
prosecution or penalty 

Minimal impact on 
project milestones. A 
key requirement may 
not be met. Additional 

costs requiring 
reprioritisation and/or 
reallocation of project 

funds 

Minor 
environmental 

damage, 
reversible with 

short term 
remediation 

Insignificant 

1% of budget 
for unit or 

$0K-$10K for 
the 

organisation 

No impact on 
reputation/staff morale 

and no public or 
media interest 

Insignificant disruption 
to services. Short-term 

inconvenience. 
Negligible impact on 

service provision 
(usually site specific 

only) 

No injuries or ill 
health or local first 

aid may be 
required 

Nil regulatory 
consequence. Nil 

litigation, prosecution or 
penalty. 

Insignificant impact on 
project milestones. 

Some non-key 
requirements may not 

be met. Justifiable 
additional costs that 

can be absorbed in the 
projects budget. 

Superficial 
environmental 
damage with 

cosmetic 
remediation 

required 
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4.3  Control Effectiveness Table 

 

Rating Description 

Not Effective • Little to no action being taken or planned 

• No protection systems exist, or they have not been reviewed for 
some time 

• No procedures are formalised and there is no review program 

Partially Effective • Some action being taken to control risk 

• Controls and systems are considered sub-standard and require 
improvement 

• It is likely that controls will fail to deal with the risk if it occurs 

Mostly Effective • Being addressed in a reasonable manner 

• Protection systems are in place 

• Procedures exist for given circumstances 

• High level of confidence that controls will prevent risk from 
occurring or mitigate its consequences if it occurs 

Effective 

 

• Most economically viable controls are systematically 
implemented and reviewed 

• Ongoing maintenance and monitoring 

• Protection systems are continuously being reviewed and 
updated 

• Procedures are regularly tested and revised if required. 

 

4.4  Risk Rating Table (Matrix) 

 

 Insignificant Minor Moderate Major Catastrophic 

Almost 
Certain 

Moderate High High Extreme Extreme 

Likely Low Moderate High High Extreme 

Possible Low Moderate Moderate High High 

Unlikely Low Low Moderate High High 

Rare Low Low Low Moderate High 

 
 
 
 
 
 
 
 
 
 

Consequence 

Likelihood 
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4.5  Risk Response Table 

 

Risk Rating Response and Action Required 

Extreme Requires the immediate attention of senior management: 

• Where a possible fatality or serious injury may occur 

• Major environmental event may occur 

• Major loss of assets may occur 

• Major financial loss may occur 

• Where a major amount of damage to reputation may occur 
Detailed consultation, research, risk identification and reduction options to be 
investigated with a detailed action plan designed. 
Allocation of additional resources will be needed.  Reviewed on a monthly basis. 

High Significant risks require the timely and appropriate attention of key officers so that 
effective controls may be put in place.  The manager responsible for the identified 
risk needs to monitor the implementation of controls.  Allocation of additional 
resources may be needed.  Reviewed on a quarterly basis. 

Moderate Responsibility falls to the relevant risk owner for monitoring. Reviewed every 6 
months. 

Low Manage by routine procedures such as SOPs.  Allocation of additional resources 
not needed.  Managed on an ad hoc basis through annual risk register reviews. 
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4.6  Operational Risk Register Template  

An operational risk register template which aligns to our Shire RM Framework (including risk assessment criteria, i.e. likelihood, consequence, control effectiveness, 
risk rating) can be utilised to capture risk assessment information for operational-level risks. 

Download the functional excel worksheet to capture and record operational risks as required. The screen grabs below, indicate the risk information being captured within 
the operational risk register. 

 
 
 

 

 

 

 

 

 

 

https://objectiveapp.ad.mps/id:A8503345/document/versions/latest
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4.7 Risk Sponsor and Risk Lead Guidance 
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The Risk Sponsor(s) have ultimate accountability and responsibility (and legislative accountability) for the 
effective management or risk, ensuring activities are consistent with objectives, maintaining effective 
internal controls and executing risk control procedures on a day-to-day basis, as well as implementing risk 
treatments, which are aligned to the annual business planning process. 
 

The Risk Sponsor(s) will be a member of the Executive Leadership Team or the Senior Leadership Team. 
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The Risk Lead(s) will be nominated by the Risk Sponsor(s). 
 

Responsibility of the Risk Lead(s) include maintaining, updating and reporting on changes relating to the 
operational risk which they have been assigned, on a quarterly basis, including formulating trending advice, 
i.e. giving consideration to: 

- What is giving rise to the uncertainty (risk) 

o Review the causes listed within the detailed risk assessment, and consider if they: 

o Have occurred (and are now an issue) 

o Are closer in proximity (more prevalent) 

o Are further away in proximity (less prevalent) 

- Changes in the internal control environment (i.e. the documented controls and treatments) 

o Have any controls been improved, or have they broken down? 

o Are treatments progressing as planned and reducing the residual risk as intended, or have 
they been delayed or cancelled? 

- Additional trending consideration 

o While the quarterly risk assessment it focused on the specific 3-month period, it is 
important to consider the analysis provided within a larger time boundary, including a 
“forward-looking” window, for example what is likely to occur in a near future that may 
have an + / - influence on the risk. 

o Has anything else occurred within the Shire operating environment (internal/external) (e.g. 
issues) which is having an influence (+/-) on the risks? (i.e. emerging risk consideration) 
 

The Risk Lead(s) will complete quarterly risk reporting on their assigned risk, and provide advice to the 
Risk Sponsor and Second Line of Defence (Senior Risk and Insurance Advisor) 
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The Shire’s RM Framework functions according to the Three Lines of Defence Model, whereby each line 
of defense plays a distinct role within the Shire’s overall governance framework. 

First line – function that own and manage risks 

Operational managers are responsible for owning and managing risk, ensuring activities are consistent 
with objectives, implementing corrective actions, maintaining effective internal controls and executing risk 
and control procedures on a day-today basis. 

Second line – function that oversees and supports the management of risk 

Responsible for establishing a fully integrated and enterprise-wide RM solution which enables Officers to 
be prepared for risk and confidently anticipate risk and opportunities (in pursuit of Shire’s strategy)  

Third line - function that provide independent assurance over the management of risk 

Including internal/external audit functions (Crowe Horwath, VAGO) which provides the ARC, Council and 
Executive with assurance regarding the effectiveness of RM approach, controls, and how the first two lines 
are operating.  

 
  

mailto:oliver.webb@mornpen.vic.gov.au
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4.8 Quarterly Risk Reporting Advice 

A strategic approach to RM is forward-looking and focuses on an Officer’s ability to make better 
informed decisions, with more confidence 
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What is giving rise to the uncertainty 
(risk) 
 

Review the causes listed within the detailed 
risk assessment, and consider if they:  

• Have occurred (and are now an issue) 

• Are closer in proximity (more prevalent) 

• Are further away in proximity (less 
prevalent) 

o Given, any of the above 
changes has Management need 
to act or do more in response to 
the emerging risk (cause)?  
 
 

   
 

. 

What information can you leverage which 
indicate/highlight a change in risk exposure? 

 

• We don’t want to re-invite the wheel, it is probable 
that existing advice (indicating a change in risk 
exposure) all-ready exists and has been reported. 
Consider what existing reports have all-ready been 
compiled, and which information can be extracted 
for quarterly risk reporting purposes. 
 

• Potential data sources/reporting considerations: 
- Performance Reporting 

(LGPRF) 
- CEO KPO’s 
- Council Reports / 

Management Reports 
- Customer Service data  
- Operational data  
- ICT data 
 

- Finance data 
- Legal Claims 

and Insurance 
data 

- Media Clippings 
(Daily Media) 
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Changes in the Internal control environment (i.e. the documented controls and treatments) 

 

Have any controls been improved, 
or have they broken down? 

 

Are treatments progressing as planned and reducing the 
residual risk as intended, or have they been delayed or 
cancelled? 
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Additional Trending Consideration 

While the quarterly risk assessment it focused on the specific 3-month period, it is important to consider 
the analysis provided within a larger time boundary, including a “forward-looking” window, for example 
what is likely to occur in a near future that may have an + / - influence on the risk.  

Has anything else occurred within the Shire Operating Environment (internal/external) (e.g. issues) 
which is having an influence (+/-) on the risks? 

Consider emerging risk factors, for example:  

• Seasonal forecast indicating a hotter/more intense summer period,  

• A significant risk treatment is scheduled to be delivered,  

• Key change in government policy/direction, and that is soon to be delivered 

• Changes to the Industrial Environment (e.g. Political Landscape, i.e. election cycle) 

• Current issues being voiced by the community  

 

 
 

     Past       Present    Future 



 

 

 


